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ABOUT THE CIVITAS GROUP
Civitas Group llc is a strategic advisory and investment firm serving the homeland and national security
markets. Civitas Group clients include Fortune 100 firms, leading security services providers, leading defense
and information technology companies, early stage companies with promising technologies, and private invest-
ment firms. In a rapidly evolving homeland and national security industry, Civitas helps its clients build and
implement successful strategies and grow their businesses.

Civitas’s merchant banking operation invests directly in early and mid-stage companies with promising secu-
rity-related technologies or services. Civitas concentrates its efforts on companies in which the firm can apply its
significant market and business expertise to accelerate growth and build value.

ABOUT THE AUTHOR
This report has been developed by the Civitas Group. The lead author for the report is Mark Shaheen, a
Principal at the Civitas Group. His full bio and other information on Civitas Group llc are available on the
firm’s website, www.civitasgroup.com .
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PURPOSE OF REPORT
This report provides the reader with Civitas Group’s view of the homeland security market,
and provides analysis of trends and dynamics for market participants. In June 2004, Civitas
Group released its initial study, The Homeland Security Market, which became a widely cited
objective assessment of what was then a relatively new and little understood market. This
report serves as an update to our 2004 report, assessing significant changes in policy and
market dynamics which affect the emerging homeland security market and the broader secu-
rity market.

Chapter I provides a top-level overview of the homeland security market, including:

A. Recent market developments

B. Dominant market characteristics

C. Civitas Group’s long-term view and core perspective

Chapter II provides an overview of the policy landscape and explains its relevance to the
market.

Chapter III integrates the analyses from Chapters I and II and assesses market size for the
U.S. and international markets, estimating a combined market size of approximately $54 bil-
lion for 2006.

Chapter IV assesses U.S. domestic market opportunities in eleven “mission areas” for
homeland security. Each section contains a brief explanation of the mission area and identi-
fies current and potential future opportunities. The opportunities identified in this chapter
cumulatively account for approximately $140 billion worth of U.S. market activity1 in a five-
year time horizon.

Taken together, these analyses provide investors and other market actors with a strategic and
nuanced overview of the market, which can help to define a successful approach to the
homeland security market.

1 This total includes government and private sector spending in the United States, but excludes non-U.S. based
opportunities.
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We expect a continued expansion of the demand for sophisticated solutions in the interna-
tional market. While our estimates and analyses demonstrate that the U.S. is still the largest
single market for security solutions, we expect that the international market will soon catch
and eventually surpass the U.S., based in large part on procurement in Europe and the high-
wealth nations of the Middle East and Asia. As first movers who are establishing standards
for next generation solutions, companies (both domestic and foreign) operating in the U.S.
will be advantageously positioned to capture international opportunities that will favor inte-
grated, comprehensive solutions.
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I. Market Overview

A. Recent Market Developments
Homeland Security continues to be a robust and growing market, albeit one with challenging
dynamics for both participants and investors.

This is an expanding market that holds great promise for companies and investors. Despite
the post-September 11 focus on security, the security market is still relatively untapped in the
United States and internationally. In ways unimaginable five years ago, security technology
and services are increasingly being incorporated into government and business infrastructure
and operations. Adjusting to this “new normalcy” provides the promise of superior returns
for companies and investors with the right solutions at the right time.

The growing homeland security market has encouraged the creation of many companies fo-
cused solely on this sector. Additionally, the dual use nature of much of the sector’s applica-
ble core technologies and its close alignment with the defense, intelligence, information
technology and, in some cases, biotech markets, allows established technology companies to
diversify across a number of growing markets, and provides opportunity for security sector-
focused companies to diversify into adjacent sectors.
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The potentially huge returns for securing commercial infrastructure enhance this market’s
appeal beyond the government sector and has served to attract participants from a number
of adjacent sectors beyond defense. We fully expect this trend to continue and the market to
grow as security concerns remain a priority for both governments and corporations.

Civitas’s June 2004 report analyzed a homeland security market that was just gaining defini-
tion in the wake of the September 11 attacks on the U.S. Those attacks demonstrated the
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vulnerability of many sectors of our society to terrorist attack due to inadequate protection
of critical infrastructure, limited technology and insufficiently robust security policies. In the
two years since our last report, we have seen the market mature and the U.S. government –
still the primary force in the domestic and global security markets – continue on the path
toward a more integrated and risk-based approach to security policy. Our previous market
assessment looked at a relatively nascent government effort and corresponding market land-
scape. This report addresses a market, in both the commercial and government sectors, that
is now better defined and more mature. However, despite this greater definition, homeland
security policy and market dynamics continue to rapidly evolve, creating challenges and op-
portunities for market participants

Whereas homeland security was once a new, ill-defined and somewhat unknown sector to
many companies and investors, the parameters of the market are now substantially more
clear and its potential payoffs more readily determined; in particular, government policy pri-
orities are more transparent and seemingly more stable, system performance needs have
been clarified, and the importance of low total cost of ownership as a determining factor has
become obvious. For this reason, the market has seen less volatility and an increase in what
we view as serious, long-term investment in and by established and earlier-stage companies.
However, the challenges of understanding and navigating this sometimes confusing land-
scape remain. Much of the market is still opaque to many investors, as well as to companies
with relevant technologies, including some with experience selling into the government. Se-
rious investors would do well to invest the time and effort necessary to develop a deeper un-
derstanding of the market’s nuances and dynamics.

Any sophisticated understanding of the dynamics of this market must include an in-depth,
expert analysis and on-going assessment of U.S. government homeland security policy and
relevant, broader national security policies. Led by the executive branch (but also heavily in-
fluenced by Congress), the federal government continues to exert the dominant influence on
this market in ways fundamentally different from the traditional defense market. In particu-
lar, development and shifts in policy can lead rapidly to new program priorities. Relatively
small program sizes, especially when compared to those in defense, help to enable this dy-
namic. While this market continues to expand its commercial sector component, govern-
ment policies are still the leading force within the market and must be watched carefully for
the indicators they bring to the market’s direction.

As the market has developed, the buyer values of the corporate sector have continued to
gain definition. Our expectation of expanded corporate sector spending is supported by
three primary factors:

1. Some sectors will receive additional government attention and oversight and will
have to increase spending accordingly.

2. In sectors where spending is already strong, there is ample residual demand for bet-
ter solutions from sophisticated buyers – these solutions are just now beginning to
emerge in the marketplace.

3. Several key externalities, including additional policy developments, events (both
natural and terrorist), as well as such issues as demands of insurance companies, will
potentially drive the sector as well.
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Similar to the government, there is a clear preference from corporate chief security officers
and other stakeholders for integrated solutions that can be deployed broadly, even interna-
tionally. The demand for solutions from both the government and commercial sectors has
created a market with indicators for continued, sustained growth. We expect the government
market will remain strong. However, we believe there is potential for the expansion of the
market in the coming years to be fueled by this private sector buying.

At Civitas Group, we believe there are five core realities of the homeland security market
that are driving the market’s growth, maturation and expansion:

1. Policy, most importantly at the federal level, continues to support the market’s
growth.

2. The commercial homeland security sector is moving beyond the IT domain, is still
relatively untapped, and security is becoming increasingly integrated into business
operations.

3. The international market is increasing in importance for U.S. companies.

4. Aside from technology, significant opportunities exist in the service market.

5. Current technology still remains, in most cases, insufficient to satisfy the demands
and requirements of sophisticated customers.

These realities have been driven by some important factors over the past two years that we
believe have had an effect on the near-term direction of the market.

1. The persistence of a legitimate terrorist threat to the U.S. and many other na-
tions. Despite the absence of a major attack in the U.S., the continued threat posed
by al Qaida, related groups and other terrorist organizations, along with several suc-
cessful attacks overseas and the public reporting of the disruption of major plots,
has led to continued focus on the need for enhanced security products.

2. The evolution of DHS and its effect on the market and policy. DHS has seen
some restructuring, and also has seen some success in its long sought efforts to allo-
cate funding to municipalities on the basis of assessed risk (although with some no-
table setbacks). Further restructuring will occur based on recent legislation. We dis-
cuss some of the implications of this later in this report.

3. The aftermath of Hurricane Katrina, the potential risk of avian influenza, and
the resulting effects these have had on preparedness in both the government
and private sectors. These risks have increased DHS’s focus on the core missions
of preparedness, response, and recovery and expanded the market around prepared-
ness solutions.

4. Pent up demand within the commercial sector for tailored solutions which are
now arriving on the market. The market is at the leading edge of producing solu-
tions that begin to satisfy a sophisticated market demand.

B. Dominant Market Characteristics
This section highlights what we consider to be the dominant characteristics of the homeland
security market. While each is distinct, they are constantly interacting with one another and
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require consideration and assessment by companies and investors acting within the market.
These characteristics are:

1. Growth, Maturity and Expansion – As this report will discuss, we assess that the
homeland security market will continue to see healthy and robust growth across a num-
ber of segments in both the public and private sector in the U.S. and internationally. Im-
portantly, the market has expanded rapidly beyond the government sector and is experi-
encing meaningful growth in the private sector. We expect this market demand to con-
tinue and to result in the further funding of innovation and adoption of new technolo-
gies, spurred by two factors: continued government expenditures and an expanding pri-
vate sector market. Additionally, we are now beginning to see the emergence of a sec-
ond generation of products specifically designed to meet the needs of market buyers.

2. Centrality of Government Policy – Across sectors of this market, the role of govern-
ment policy – primarily the U.S. government’s – continues to underpin most major de-
velopments in the market, driving its growth and affecting critical issues related to stan-
dards, adoption cycles and spending in both the public and private sectors of the market.
While the U.S. government’s involvement generally promotes market growth, at times it
also introduces some market impediments, including concerns over privacy and civil lib-
erties, concerns about the potential for regulation, and lack of clarity on procurement
policy (particularly with respect to innovation in public/private business models). Across
the board, the government’s central role drives innovation through research, develop-
ment, test and evaluation (RDT&E) funding.

3. Innovation – The demand for development and deployment of improved capabilities
within the security sector is driving a dynamic and multi-faceted RDT&E sector. As
mentioned previously, current technology, by and large, is still falling short of the solu-
tion demands of high-end customers, particularly in government. The resulting technol-
ogy push is driven by U.S. government funding of early-stage RDT&E through entities
such as the Homeland Security Advanced Research Projects Agency (HSARPA), the De-
fense Advanced Research Projects Agency (DARPA), government research labs, and
universities. Additionally, this funding also provides direction to private entities about
the priorities of the government, allowing them to align their own work with the public
sector’s path

The commercialization and deployment of the results of this investment in early-stage
technologies not only improves capabilities for both public and private sector entities,
but drives innovation that has the potential to lead to improved, dual-use capabilities in
adjacent technology sectors such as health care, IT and manufacturing. Security require-
ments will drive further development and full acceptance and integration of once eso-
teric technologies, such as biometrics, data assessment engines and radio frequency iden-
tification (RFID), fully into the mainstream of commercial technology.

4. Systems Integration – End-user demand for integrated solutions has been a dominant
characteristic of this market for at least the past three years. This trend continues as gov-
ernment agencies and private sector chief security officers (CSOs) demonstrate a clear
preference for comprehensive, integrated systems over stand-alone products (often en-
compassing technology from smaller players). We have seen a gradual yet accelerating
fusion of traditional physical security tools and hardware with software based “logical”
components. These buyer demands tend to favor large systems integrators who can pro-
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vide both the hardware and the necessary IT backbone for such systems. The demand
from DHS for integrated, data-centric compatibilities across programs is likely to accel-
erate this trend. One consequence is that vendors with products that are difficult to inte-
grate into larger solutions (e.g., providing products with proprietary, or non-standard
data formats) will find it increasingly difficult to compete in the market.

5. Provider Consolidation – Since September 11, 2001, pre-existing trends in what was a
rapidly consolidating industry have accelerated, as large companies have acquired small
and mid-sized companies with valuable technology, intellectual property and/or target
market channels focused on intelligence and homeland security. The inevitable re-
trenchment of Department of Defense (DoD) spending in the future budgets due to the
expected end of Iraq and Afghanistan budget supplementals will likely accelerate this
process. First-tier integrators will continue to search for second and third tier companies
in deals similar to L-3 Communication’s acquisition of Titan. It is also likely that some
second and third tier companies will merge in order to survive in what will be a tougher
DoD budgetary environment. Finally, the leaner DoD budgets will place even greater
emphasis on integrators’ search for smaller companies that will facilitate diversification
into intelligence and homeland security, two areas within the discretionary budget that
are expected to continue to have real growth in the coming years. This dynamic will bol-
ster further venture and private equity investment in early stage security services and
technology firms. It is also resulting in a market increasingly defined by a number of
large companies at the top, a large and vibrant pool of small, innovative companies, and
fewer in the middle.

6. Customer Fragmentation – A significant challenge to companies of all sizes and stages
in this market is the diffuse nature of much of the sales landscape. Unlike the traditional
DoD market, success in the homeland security market depends on an ability to sell to
multiple customers of varying size. DHS and other government agencies have fewer
“large” programs than DoD and push much of the acquisition money to states and lo-
calities through a variety of grant programs. This initial pool of funds is distributed to a
plethora of end-users who spend the money through smaller contracts. Additionally, an
increasing portion of the market is in the commercial sector, creating a second pool of
customers often willing to spend on sophisticated solutions, but generally resulting in
smaller deployments which inevitably have a lower price point than traditionally larger
government contracts.

This dynamic creates challenges at both ends of the market. Large systems integrators,
long accustomed to larger DoD contracts, are not well-structured to pursue smaller en-
gagements at the state and local level. Conversely, smaller and early stage companies find
that they often are not able to compete for the existing large government or commercial
sector contracts on their own, nor do they have the resources to pursue simultaneously
scores or hundreds of state and local contracts in their area of expertise. Solving this
challenge, primarily one of resource allocation and partnering, can be daunting and may
be the single largest impediment to successful market entry for companies at both ends
of the market.

This profusion of smaller buyers at the state and local level, as well as in the commercial
sector, also may contribute to an imbalance between buyer resources and the costs of
sophisticated programs. This can create a downward pressure on technology pricing as
integrators attempt to migrate sophisticated (and often expensive) DoD and DHS prod-
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ucts to the more price-sensitive state/local and commercial markets. It also creates an
opportunity for companies with strong state and local sales channels.

7. Differentiation from the Defense Market – Many of the initial entrants into this mar-
ket were experienced in either the DoD market or the market for more traditional com-
mercial security products. The homeland security market varies significantly from the
traditional defense market in many important buyer values. In general, the homeland se-
curity market is focused on protecting a different cohort of people and assets from the
defense market, which produces solutions for a client with a fundamentally different tol-
erance for risk. Additionally, operations and support (O&S) costs (and total cost of own-
ership) tend to be a leading consideration in homeland security. While important to de-
fense procurement, O&S tends to be secondary to performance due to the substantial
support structure embedded within the military. Sellers into the homeland security mar-
ket must contend with the fact that the average homeland security buyer does not have
the logistics and support capabilities commonly found within the military and that buyers
likely will expect these capabilities to be considered in the product’s design and delivery
platform. An additional dynamic is the interplay between cost and performance – often,
the homeland market will trade performance for cost savings in a manner uncharacteris-
tic of the defense market.

8. Expansion and Migration – The ability to expand a solution’s customer base beyond
the government homeland security market can provide significant gains. There are clearly
advantages to security products that have applications in the government security sector
and that can also be readily introduced into the commercial security sector and, poten-
tially, adjacent non-security markets. An example would be improved sensor integration
technologies developed for the military or border security which may also have applica-
tions for the protection of critical infrastructure, thus positioning a company for the
commercial market. We also look for opportunities to migrate technologies developed
for the homeland security space into both the intelligence and defense markets. An ex-
ample would be the use of low total cost of ownership counter-WMD capabilities devel-
oped by DHS for DoD force protection and civil support missions.

Additionally, the ability to expand beyond applications for security alone and into more
traditional application is advantageous. For example, the basic technology utilized in a
sensor designed to provide early warning of a biological agent attack may also have nu-
merous uses within the medical or pharmaceutical industries.

9. Operational Centrality – Security is increasingly becoming an integrated aspect of
business operations, driven in large part by the growing interdependence between the
once discrete functions of physical security systems and IT operations and security. As
technology has advanced, the centrality of security to operations, supply chains, and
business systems has become more established. Both physical security and operations are
increasingly dependent on an IT “backbone” to deliver protection and resiliency.

C. Civitas Group’s Long-Term View and Core Perspective
At the Civitas Group, we remain very optimistic about the homeland security market and
believe that there will continue to be significant, steady growth across numerous sectors, and
relatively rapid growth in others. However, for the past two years, we have simultaneously
cautioned against irrational expectations for market growth. We do not view these ideas as
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vestment community. More advanced aspects of this generation are currently in the
process of being integrated into G2 solutions.

Three Generations of Technology Solutions

Chapter III explores these generational dynamics in greater detail.
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It is also worth noting that, due to its long standing mission for force protection, and the
burgeoning activities associated with occupation and support for nascent civil governments,
DoD is making substantial investments that are highly relevant to the homeland security
market. Nearly $2 billion per year is being spent on Improvised Explosive Device (IED)
protection, for example, along with substantial investments in counter-WMD technologies.

Congress
The role of the Congress in homeland security continues to evolve. Congress’s budgetary
authority gives the Hill significant influence over the direction of policy through funding de-
cisions, in addition to the legislature’s oversight role. As noted earlier, the Department’s per-
formance with Hurricane Katrina (and other subsequent missteps) has severely degraded
Congressional confidence and willingness not to intervene too heavily in Departmental af-
fairs. It is worth noting that through 2006 Congressional earmarking of the DHS budget
was virtually nonexistent. As DHS continues to struggle, it is expected (as noted earlier) that
Congress will reassert itself, especially given the result of the mid-term elections.
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III. MARKET SIZE
In our analysis of the homeland security market, we intentionally take a conservative view,
avoiding unjustifiable and unsupportable large numbers which are at times inappropriately
attributed to the market.

We have analyzed the market based on demonstrated government spending combined with
detailed, proprietary modeling of spending in the private sector. Our analysis avoids includ-
ing aspects of the security market such as commercial alarm services which, while significant,
are somewhat separate from the traditional homeland and national security markets we cover
at Civitas Group.4

This section of the report identifies the portion of the market we assess as “addressable” to
the private sector. That is, spending which will ultimately result in revenue for contractors
and industry serving the market. Absent from our calculations are such line items as salaries
and benefits, pensions, and routine operating and administrative expenses which are not
generally able to be captured by the private sector. We are skeptical of analyses which tend
to include top-line budget numbers for entire agencies, as they do not attempt to identify
and parse out funds which will eventually go to such line items as salaries, pensions and
other significant operating costs which are not accessible to the private sector. Additionally,
we have “discounted” specific programs based on their likelihood of full funding and im-
plementation, based on our analysis of and insight into the current policy dynamics.

In order to make this analysis most useful for companies and investors, this section seg-
ments the market according to key buyer groups, and provides brief profiles of each to con-
struct a total value for the homeland security market on a global basis for 2006. Chapter IV
of this report complements this analysis by addressing opportunities across key mission areas
and providing a top-level market forecast by utilizing a method of weighted valuation to es-
timate a total U.S. market value over the next five years.

We estimate that the total
value of the global home-
land security market ad-
dressable to the private
sector in 2006 will be ap-
proximately $55 billion.
The table shows our
breakout of this total, and
the sections below pro-
vide a brief explanation
for each estimate.5

4 For a useful analysis that includes some of these adjacent markets, we recommend the “Security Industry Annual 2005”
from Lehman Brothers.
5 These estimates are based on a number of factors, including: (a) current procurement opportunities, (b) expected future
procurement opportunities, (c) official government spending forecasts and related budget analyses, (d) review of policy
context and expected dynamics, and (e) analysis of adjacent or related markets.

Category Estimate ($m)

U.S. Federal – (DHS and non-DHS) $18,200

U.S. State and Local 3,500

U.S. Private Sector and Quasi-Governmental 9,300

Total U.S.: $31,000

Rest of World – Government 17,100

Rest of World – Private Sector 7,500

Total Rest of World: $24,600








